
P
arent’s guide  

to online safety
Practical, issue-focussed
inform

ation and advice
for parents of children
of all ages.



*explore safely

W
ith the aim

 to help guide children and young people tow
ard 

safe, enjoyable experiences online, the O
ffi

ce of the C
hildren’s 

eSafety C
om

m
issioner (the O

ffi
ce) hopes to encourage behavioural 

change—
w

here A
ustralian children and young people act 

responsibly online—
just as they w

ould offl
ine.

To achieve this, w
e hope to both educate and help prevent 

harm
ful online behaviour from

 occurring in the fi
rst place. A

s 
parents, you know

 your child better than anyone, and have the 
best opportunity to help educate them

 so they can  
explore, safely.

P
arent’s guide to online safety
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C
yberbullying is the use of technology to bully a person or group w

ith the 
intent to hurt them

 socially, psychologically or even physically. 

A
s a parent, you can help your child and encourage them

 to take control of the issue. 
Talk to them

 about cyberbullying before it happens. Together you should w
ork out 

strategies to address any potential issues and reassure your child that you w
ill be there 

to support them
.

C
yberbullying

W
hat can I do?

B
y reporting it, talking about it 

and supporting each other, w
e 

can stop it. 

For m
any children and teenagers, their online life is 

an im
portant part of their social identity. They can’t 

just ‘sw
itch it off’. M

any young people do not report 
cyberbullying to their parents as they fear that they 
m

ight lose access to their devices and the internet.

Young people m
ay also be concerned that 

parents’ actions w
ill m

ake cyberbullying 
issues w

orse, so it is im
portant for you to 

rem
ain calm

 and supportive.

+ R
eport the cyberbullying m

aterial to the social 
m

edia service w
here it happened.

S
ocial m

edia services should rem
ove cyberbullying 

m
aterial that has been reported and is in breach 

of their term
s and conditions. M

ost social m
edia 

services have a reporting area on their w
ebsite. The 

O
ffi

ce w
ebsite also provides inform

ation about how
 

to report m
aterial on various services.

+ C
ollect details of the cyberbullying m

aterial. You 
m

ight need to do this before you report it to the site. 
A sim

ple w
ay to collect this inform

ation is by taking 
a photo or screenshot or copying the U

R
L. 

If you subm
it a com

plaint to the O
ffi

ce about 
cyberbullying m

aterial, you need to provide  
this inform

ation.
 R
eport cyberbullying to the O

ffi
ce of the C

hildren’s 
eSafety C

om
m

issioner. 

+ B
lock the person. W

e recom
m

end that you help 
your child block or unfriend the person upsetting 
them

, so they cannot continue to upset them
 w

hile 
the m

aterial is being rem
oved.

++
 R

em
em

ber that if your child has been involved 
in cyberbullying, and seem

s distressed or show
s 

changes in behaviour or m
ood, it m

ay be advisable 
to seek professional support through  
K

ids H
elpline.

K
ids H

elpline is a free and confi
dential 

online and phone counselling service for 
young people, available 24

 hours a day, 7 
days a w

eek on 180
0

 55 180
0.

C
yberbullying behaviour m

ay include:
* abusive texts and em

ails
* hurtful m

essages, im
ages or videos

* im
itating others online

* excluding others online
* hum

iliating others online
* nasty online gossip and chat.

Trolling
Trolling is w

hen a user intentionally causes distress 
by posting infl

am
m

atory com
m

ents online.

++ Trolling differs from
 cyberbullying in that trolls 

aim
 to gain attention and pow

er through disruption 
of conversation by encouraging a defensive reaction 
from

 those they attack. C
yberbullying usually 

focuses less on the reaction of the victim
, and 

m
ore on the feelings and authority of the bully. 

C
yberbullying is usually repeated behaviour, w

hile 
trolling can be one-off.

esafety.gov.au/reportcyberbullying
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C
hat and social netw

orking are great w
ays to stay in touch and fi

nd new
 friends.

+ S
tay involved in your child’s use of technology. 

S
et up your ow

n account and learn about privacy 
settings so you can understand how

 you can best 
protect your child. It can be fun for you too!

+ R
ead the ‘term

s of use’ on social m
edia services 

and m
ake sure your child understands w

hat is 
expected. S

om
e sites, like C

lub Penguin, are created 
especially for children. M

any, such as Facebook 
and Instagram

, require users to be at least 13 years 
of age (often to com

ply w
ith U

S
 law

s about the 
collection of children’s personal data). It’s also 
helpful to check the age ratings set by app stores 
too before dow

nloading an app—
bearing in m

ind 
that these age ratings can som

etim
es differ from

 
those for w

ebsites of the sam
e service. 

+ A
dvise children to set their accounts to private so 

that the only people w
ho can view

 their inform
ation 

are those they trust.

+ E
ncourage children to think before they put 

anything online and to be respectful of others. 
Inform

ation posted online can be diffi
cult or 

S
ocial netw

orking

im
possible to rem

ove. A
n inappropriate im

age 
posted today m

ay have a long term
 im

pact on their 
digital reputation.

+ S
how

 your child how
 to m

anage location services 
on their phone so they are not inadvertently 
broadcasting their location. H

elp them
 to set up 

alerts to let them
 know

 if they have been ‘tagged’ in 
photos that have been posted by others.

+ R
em

ind children to be careful w
hen m

aking new
 

friends online; people m
ay not be w

ho they say they 
are. They should never arrange arrange to m

eet an 
online friend unless a trusted adult is w

ith them
.

++ R
eport any cyberbullying or inappropriate 

content to the social netw
orking site and show

 
children how

 to do this too. If the social m
edia 

service fails to rem
ove the m

aterial, you can m
ake a 

com
plaint to the O

ffi
ce of the C

hildren’s  
eS

afety C
om

m
issioner.

S
ocial netw

orking describes a variety 
of services like Facebook, YouTube, 
S

napchat, Instagram
, W

orld of 
W

arcraft
, M

oshi M
onsters, Tw

itt
er, 

S
kype, M

inecraft
 and m

any others.
 A
ll of these services enable direct interaction 

betw
een individuals. U

sers can post inform
ation 

about them
selves, display photos, tell people w

hat 
they’ve been up to, chat and play gam

es. S
ocial 

netw
orking form

s a part of the social identity of 
m

any young people.
 There are som

e risks though, including sharing w
ith 

people they do not know
 or trust, not being able to 

control w
here a photo or video has been shared, or 

m
eeting people in real life w

ho they only otherw
ise 

know
 online.

W
hat can I do?

A
s a parent, you can help your child have positive experiences on social netw

orking sites.

esafety.gov.au/socialnetw
orking
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U
nw

anted contact

+ E
ncourage your children to tell you or another 

trusted adult if there is a threat to their safety. You 
can also contact the police.

+ H
elp your child report and block the contact or 

rem
ove them

 from
 your child’s friends list.

+ E
ncourage your child to change their profi

le 
settings so that their personal details are  
kept private.

+ Keep evidence. This can be useful in tracking the 
person posting unsuitable m

aterial.

+ R
eassure your child that you w

ill alw
ays support 

them
 and not block their internet access if they 

report that they are uncom
fortable or w

orried about 
w

hat has been said online.

O
nline, children can com

m
unicate w

ith people they don’t know
 or 

have not m
et in real life. 

+ B
e alert to changes in your child’s behaviour or 

m
ood that are concerning, including increased or 

decreased sexualised behaviours and/or apparent 
confi

dence, clinginess or w
ithdraw

al, anxiety or 
sadness and changed interactions w

ith friends. 
E
xplore your concerns w

ith them
 and, if necessary, 

seek professional help.

++ R
eports can be m

ade directly to the A
FP

 about 
abuse or illegal activity online using the online child 
sex exploitation form

. P
arents can also click on the 

R
eport A

buse butt
on on the T

hinkuK
now

 or V
irtual 

G
lobal Taskforce w

ebsites.

If you believe a child is in im
m

ediate 
danger, call Triple Zero (0

0
0), 

C
rim

estoppers on 180
0

 333 0
0

0
 or your 

local police station.

W
hile being in contact w

ith 
new

 people can be exciting, the 
anonym

ity offered by the internet 
can allow

 these new
 contacts to 

cover their true identities. 

For exam
ple, som

eone w
ho says they are a 10-year-

old girl could actually be a 40-year-old m
an. This 

anonym
ity m

eans that sexual solicitation and online 
groom

ing can occur online and are serious risks.

W
hat can I do?

O
nline groom

ing and the procuring of children over 
the internet is the illegal act of an adult m

aking 
online contact w

ith a child under the age of 16 w
ith 

the intention of facilitating a sexual relationship. 
S
exual solicitation is w

here som
eone is asked to 

engage in a sexual conversation or activity—
or to 

send a sexually explicit im
age or inform

ation.

M
ore inform

ation is available from
 the A

ustralian 
Federal P

olice (A
FP). The A

FP
 investigates 

suspected cases of online groom
ing.

esafety.gov.au/unw
antedcontact
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+ It’s im
portant to discuss the consequences of 

sexting w
ith your children. If their im

age has been 
view

ed by others they m
ay be publicly bullied and 

have sexually inappropriate com
m

ents m
ade about 

them
 by friends and strangers, including adults. 

+ Talk to your children about the potential social, 
academ

ic, em
ploym

ent and legal im
plications of 

posting inappropriate m
aterial of them

selves or 
others online.

+ If sexting has already negatively affected your 
child, help them

 to identify w
here the im

ages m
ight 

be. S
end take-dow

n requests to all sites as w
ell as 

to all other children and send m
essages to all other 

children w
ho m

ay have received an im
age and ask 

them
 to delete it im

m
ediately.

+ R
em

ind your child to delete any sexual content 
they receive from

 others and avoid forw
arding this 

type of content.

+ R
em

ind your child to consider the feelings of 
others w

hen taking photos and distributing any 
content by m

obile phone or online.

+ S
eek professional support if you are w

orried that 
your child is vulnerable.

+ If you are concerned that a sexting incident m
ay be 

a crim
inal m

atter, contact your local police.

++ If your child has been involved in sexting, 
rem

em
ber to stay calm

 and be reasonable about the 
consequences. S

exting is not uncom
m

on behaviour 
and your child is not alone in being negatively 
im

pacted. R
ather than adding to the distress, focus 

on fi
nding a solution for your child.

S
exting is the sending of provocative or sexual photos, m

essages or videos.

S
exting

W
hat can I do?

S
exts are generally sent using a 

m
obile phone but can also include 

online posts or sharing using an app. 

W
hile sharing suggestive im

ages or text m
essages 

m
ay seem

 like innocent fl
irting by young people or 

considered funny, sexting can have serious social 
and legal consequences.

In m
ost instances of sexting, young people w

illingly 
share naked photos of them

selves. H
ow

ever sexting 
can also happen in response to peer pressure. 
A
ccidents can also occur, for exam

ple, if the sender 
or receiver of sexts has their phone stolen by 
som

eone w
ho decides to publish the im

ages online.

<3

esafety.gov.au/sexting
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To m
any parents it seem

s as though children and young 
people are constantly online. 

Too m
uch tim

e online

+ The longer you w
ait to address the issue, the m

ore 
diffi

cult it can be to overcom
e. S

o if you see an 
em

erging problem
 arising from

 excessive use, act on 
it right aw

ay.

+ Talk to your child about the concerns you have and 
m

onitor w
hat gam

es, apps and devices are bought 
or used by your child. 

+ You m
ay like to install a program

 on the device 
your child is using w

hich can be adjusted to lim
it 

the am
ount of tim

e an internet connection w
ill be 

available on that device.

O
ft

en they seem
 to be engaged in m

ore than one task at a tim
e; for exam

ple, 
dow

nloading and listening to m
usic w

hile studying and chatt
ing w

ith friends 
or sending m

essages on their m
obile phones. 

The num
ber of hours that children and young people spend online can vary signifi

cantly. There is no 
guideline for the ‘right’ am

ount of tim
e for children to spend online, how

ever, if their online activity appears 
to im

pact negatively on their behaviour or w
ellbeing, or that of the fam

ily, it m
ay be tim

e to discuss 
expectations and establish tim

e lim
its. 

It’s im
portant to rem

em
ber that som

e of the tim
e your children spend online m

ay be 
related to their education. 

W
hat can I do?

+ C
onsider im

plem
enting fam

ily agreem
ents about 

the am
ount of tim

e your children can spend online. 
A sim

ilar approach can be used to lim
it access to 

devices.

++ If your child seem
s particularly anxious or 

irritable, or you notice them
 seem

ing isolated 
from

 friends or other activities, there m
ay be an 

underlying m
ental health issue. Talk to your child’s 

school or your G
P

 if your concerns extend beyond  
screen tim

e. 

esafety.gov.au/tim
eonline
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Inappropriate, offensive &
 illegal content  

Inappropriate,offensive or illegal content m
ay include topics, im

ages or other 
inform

ation that are prohibited in A
ustralia or could be dam

aging to young 
people online.

esafety.gov.au/illegalcontent

+ E
ncourage your child to tell you about 

inappropriate content they have com
e across and 

m
ake a com

plaint about specifi
c content.

+ Lim
it their exposure to inappropriate content by 

supervising their online tim
e w

here possible.

+ Install fi
lters, labels and safe zones that enable 

you to reduce their risk of exposure to unsuitable or 
illegal sites.

+ Keep them
 connected to trusted friends and 

fam
ily online and offl

ine.

+ H
elp your child use search engines to locate 

w
ebsites. C

onsider developing a list of favourites for 
younger children. 

C
hildren and young people m

ay not 
deliberately seek out inappropriate 
content. They m

ay inadvertently 
access content w

hile undertaking 
online searches, they m

ay seek it 
out, or be referred to it by others. 

Young people w
ith sm

artphones m
ight also be able 

to discover content that m
ay be blocked by hom

e 
and school internet fi

lters.

O
ffensive or illegal content m

ay include topics, 
im

ages or other inform
ation that are prohibited in 

A
ustralia or could be dam

aging to young people 
online. O

ffensive or illegal content can expose 
children to concepts that they are not ready to 
m

anage and that m
ay breach social and  

cultural norm
s. 

S
om

e content can be distressing for children. 
They m

ay not report it to parents or teachers as 
they m

ay be asham
ed of w

hat they have seen, 
particularly if they sought it out. 

W
hat can I do?

This is content that m
ay:

+ Include footage of real or sim
ulated violence, 

crim
inal activity or accidents, prom

ote extrem
e 

political or religious view
s or be sexually explicit. 

This can include illegal im
ages of child  

sexual abuse.

+ Prom
ote hate tow

ards individuals or groups on 
the basis of race, religion, sexual preference or 
other social/cultural factors, instruct or prom

ote 
crim

e, violence or unsafe behaviour, like bom
b 

or w
eapon m

aking, anorexia, drug use, gaining 
unauthorised access to com

puters, fraud  
or terrorism

.

+ R
eassure your child that access to the internet 

w
ill not be denied if they tell you about seeing 

inappropriate content.

+ If you are w
orried, or your child is vulnerable, 

please seek professional support.

+ R
eport inappropriate content to the site 

adm
inistrator.

++ The O
ffi

ce can investigate com
plaints about 

content that m
ay be illegal or prohibited. R

eport 
this content to esafety.gov.au/reportillegalcontent14
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S
afeguards

If a child has access to an internet-enabled device, they also have access to 
an extensive am

ount of content across the w
eb.

There are m
any w

ays parents can help their 
children to explore safely.

W
hat can I do?

+ Put in place online safeguards and parental 
controls-settings, fi

lters and products that help 
block certain content so that you are better able to 
protect w

hat your children see online. 
Parental controls are available for m

ost devices 
in the form

 of pre-installed settings that you can 
activate, or via the installation of free or  
com

m
ercial softw

are. 

S
om

e exam
ples are:

+ C
ustom

isable com
puter accounts set up for  

your children.

+ S
ettings that you can apply to your com

puter to 
restrict access to dow

nloads, apps, purchasing, 
gam

es and to set internet usage tim
e lim

its.

+ S
ettings you can apply to your router to restrict 

access to online content.

+ A
pps or settings applied to your child’s m

obile 
phone to restrict access to brow

sers, apps, social 
netw

orking sites, inappropriate content, photo  
and/or video sharing sites, stream

ing, and gam
ing.

+ C
om

m
ercial or free internet fi

lters w
hich can alert 

you to contact from
 strangers outside of approved 

social netw
orks, restrict access to inappropriate 

content, m
onitor your child’s online activity, restrict 

online usage tim
es, and track G

PS
 location, calls, 

S
M

S
 and contacts.

+ R
em

em
ber that no single parental control tool 

is 10
0

 per cent effective. S
om

e content and sites 
can be encrypted in such a w

ay that they are not 
recognised by parental controls, or a tech-savvy 
child m

ay have the ability to bypass  
parental controls. 

You can also:

+ E
ncourage and m

odel good behaviours w
ith your 

kids around their use of connected devices, for 
exam

ple not bringing devices to the dinner table.

+ S
et healthy lim

its about how
 m

uch tim
e is spent 

online each day, and for w
hat purpose.

+ Im
plem

ent boundaries such as only using devices 
in a ‘safe space’, like the living room

, or having an 
open door policy w

hen children use devices or 
com

puters in the bedroom
. B

e prepared to stick to 
these boundaries yourself.

+ Learn to understand the devices your children 
use, and talk to them

 about the im
portance 

of staying safe online and being aw
are of the 

behaviours of them
selves and others. 

+ E
stablish and m

aintain trust. It’s hard to m
onitor 

your children’s online activity at all tim
es so trust  

is im
portant. 

Further inform
ation about discussing these issues 

w
ith your children can be found at:  

esafety.gov.au/chatt
erbox

esafety.gov.au/safeguards
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O
nline counselling

If you suspect or know
 that a child is being 

negatively im
pacted by things happening to them

 
online, consider seeking professional support  
for them

. 

K
ids H

elpline
K
ids H

elpline service provides free, confi
dential 

online counselling for children and young 
people. K

ids H
elpline also provides young people 

experiencing problem
s online w

ith free and private 
w

eb chat counselling.
kidshelpline.com

.au or phone 1800 55 1800

eH
eadspace

eH
eadspace is a confi

dential, free and secure 
space w

here young people aged 12 to 25 or their 
fam

ily can chat, em
ail or speak on the phone w

ith a 
qualifi

ed youth m
ental health professional.

eheadspace.org.au

R
esources

P
arentline 

Parentline provides a counselling, inform
ation and 

referral service for parents that operates seven days 
a w

eek betw
een 8am

 and 10pm
.

parentline.com
.au

 or phone 1300 30 1300
 Lifeline 
Lifeline provides free 24-hour crisis counselling and 
inform

ation about support services.
lifeline.org.au

 or phone 13 11 14. 

C
rim

e S
toppers

C
rim

estoppers or your local police can assist w
ith 

concerns about children’s personal safety.
crim

estoppers.com
.au or phone 1800 333 000

H
elp and resources

C
heck out the follow

ing support services and resources to help you keep 
your fam

ily safe online.

The O
ffi

ce of the C
hildren’s  

eS
afety C

om
m

issioner
The O

ffi
ce’s w

ebsite contains inform
ation and 

related links to support parents in keeping kids safe 
online. R

esources include practical, action focussed 
advice, videos, gam

es, support, and research-based 
inform

ation, and everything is free of charge.
esafety.gov.au

S
chool support

M
any schools have detailed policies and procedures 

in place to help support children online, including 
how

 to m
anage issues like cyberbullying, sexting 

and other online concerns.

The D
epartm

ent of Education policies in each 
state provide inform

ation for students, teachers, 
parents and the broader com

m
unity to help raise 

aw
areness and counter the inappropriate use  

of technology.

For m
ore inform

ation, contact your child’s school.
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You can stay up-to-date w
ith the latest online 

safety new
s, advice and resources on our 

social m
edia channels:

B
log 

esafety.gov.au/eSafetyblog

Facebook 
facebook.com

/eSafetyO
ffi

ce 

Tw
itt

er 
@

eSafetyO
ffi

ce 

YouTube 
youtube.com

/c/ 
O

ffi
ceoftheC

hildrenseSafetyC
om

m
issionerA

U

Let’s get social
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C
ontact us

O
ffi

ce of the C
hildren's  

eSafety C
om

m
issioner

E
:  enquiries@

esafety.gov.au 
P:  1800 880 176
W

: esafety.gov.au



O
C

E
S
C

004.1604


